
Pakistan State Oil Company Limited
PSO House, Khayaban-e-Iqbal, Clifton, Karachi-75600, Pakistan
Telephone (021) 9203866-85 Fax (021) 9203796

PAGE

1 OF 4

REQUEST FOR QUOTATION
(THIS IS PRICE ENQUIRY-NOT AN ORDER)

SAP No.6100017010

 RFQ No  ITA4888AA

 DATE  15.06.2026

Company PSO Dummy Vendor
PAKISTAN

QUOTATION REQUIRED

ON

(Date)

30.06.2026 BY

(Time)

 Please quote your best price for all items of following        EARNEST MONEY   %
 specifications. Please read the instructions attached  herewith   Rs.______________ PO/DD NO. ______________

 Title:  Annual  DNS security Services for  PSO  Corporate Internet

S.No. Description/Specifications Location Unit Qty Unit Price

Rs.

Amount

Rs.

 1  DNS Security Service PSO House

1.01 DNS Security Services MON  1 

 Providing a hybrid solution (cloud and on site) for DNS security for

 Corporate users 1500

 

 Features and Specifications

 =====================

 1.The Solution should provide both On-Net and Off-Net protection

 2. DNS Threat Protection: Must detect and block malware, phishing, and

 command-and-control (C2) callbacks

 3.Data Loss Prevention: The proposed solution should have technology to

 stop data exfiltration / tunneling/ DGA & Fast flux attacks.

 4.The proposed solution should detect and prevent data theft<(>,<)>

 exfiltration and infiltration via the DNS protocol.

 5.Threat Intelligence: Should have at least 20 plus feeds for automated

 malware prevention and separate feeds for Malware DGA, Ransomware and

 DHS etc.

 6.The proposed solution should detect and prevent DGA (Domain

 Generation Algorithm) and other means of APT based on DNS.

 7.Must proactively block queries to #bad or malicious# domains through

 Threat Intelligence & Behavioral based inspection

 8.Network Visibility: Provide detailed visibility into DNS queries and

 user activity, with real-time and historical data

 9.The proposed solution must detect and stop DNS Malware Tunneling.

 11. Policy Enforcement    Ability to enforce security policies across

 all connected devices and networks

 12.The proposed solution should have threat investigation platform to

 perform Threat investigation on IOCs

 13.Detect and stop DNS Messenger (file less malware).

 14.The proposed solution should provide reporting, analytics<(>,<)>

 statistics, alerting, and logging (CSV/PDF) for the DNS status.

 15.The solution should provide custom whitelisting / blacklisting

 16.Must be able to use reputation service such as IP address or domains

 to block traffic from or to #known bad host# such as spyware, phishing
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 or Botnet C<(>&<)>C through Threat Intelligence & Behavioral based

 DNS transaction inspection.

 17. DNSSEC Support: Must support DNS Security Extensions (DNSSEC) for

 ensuring data integrity

 18.Redundancy and Reliability: High availability with automatic

 failover and redundancy built into the DNS infrastructure

 19.The proposed solution must have provisioning of local VM for

 conditional forwarding and caching of records

 20.The proposed solution should provide reporting, analytics<(>,<)>

 statistics, alerting, and logging (CSV/PDF) for the DNS status.

 21.Restrict user access to web content categories and track activity.

 22.DNSSEC Support: Must support DNS Security Extensions (DNSSEC) for

 ensuring data integrity.

 23. Redundancy and Reliability: High availability with automatic

 failover and redundancy built into the DNS infrastructure.

 24. Response Time Low-latency resolution with a global network of DNS

 servers

 25.Solution should support detection of lookalike domains.

 26.Solution should support discovery of applications and web categories

 and mark their risk ratings.

 27.Solution should have capability of visibility on active threat groups

 in organization

 28.Solution should support separate feeds for Newly Observed and

 Emergent domains.

 29.The proposed solution should provide Threat Categorization and

 Prioritization.

 30.The proposed solution should have Threat research tool for

 investigation.

 31.Compliance: Compliance with relevant industry standards and

 regulations (e.g., GDPR, HIPAA)

 32.Management Console: Centralized cloud-based management console with

 intuitive user interface

 

  SCOPE OF WORK

  =============
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 1.Providing, installing, testing and Commissioning of DNS security

 solution complete in all aspect as define in the specifications.

 2.Deployment of VM for in house accessibility of Internet

 3.Integration of Solution with existing security tools and platforms

 (SIEM, firewalls, endpoint security, etc.)

 4.Dashboard logs retention: 60 days in an exportable, presentable form.

 5.Configuring presentably Monthly report

 6.In House training session for PSO IT staff will be conducted by the

 Vendor at the end of the deployment activity.

 

 TERMS AND CONDITIONS

  ====================

 1.The Bidder must be Original Equipment Manufacturer (OEM) or authorized

 Enterprise Partner of the manufacturer of required products in Pakistan.

 The partner must show his affiliation with the manufacturer by

 submitting a valid OEM certificate along with the bid for the year

 2025-2026

 2.The bidder must submit a valid manufacturer authorization form (MAF)

 from manufacturer against this tender. The issuing authority of the MAF

 belongs to region from where the OEM handles / managed it business for

 Pakistan.

 3. The entire cost shall include all taxes, transportation, installation

 <(>,<)>

 testing & commissioning of Solution.

 4. The bidder provides technical brochures of all offered equipments

 consisting of complete detail/specifications in all respects.

 5. The quoted solution should be presented on manufacturer website.

 6. The bidder shall provide demonstration of its quoted solution in PSO

 within 1 week of time. Failing to provide quoted solution within

 stipulated time will result in bid rejection.

 7. It is the obligation of the bidder to determine and provide any

 add-on requirement for the integration of his solution in the existing

 scenario of PSO (must include in the technical proposal).

 8. The bidder must be registered with Income and sale tax Departments.

 9. The bidding will be single stage two envelope process.
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 10.The bidder shall submit technical and commercial proposal in a

 separate and sealed envelope.

 11. The bidder will nominate a representative from whom all

 clarifications about the bidding document will be made. All

 correspondence between PSO and bidder will be carried out only through

 e-mail submitted along with the bid. Responses from bidder against any

 query will be verified from OEM and is a part of technical evaluation.

 13. The successful bidder must ensure that the delivery, installation

 , configuration & testing of solution exceed beyond

 eight weeks after the issuance of purchase order.

 15. PSO reserve the right to scrap the tender and cancel the tender

 evaluation process at any time prior to the award of purchase order

 without thereby incurring any liability to the affected bidder(s) or any

 obligation to inform the affected Bidder(s).

 16.Any bidder found not meeting the required terms and conditions of the

 tender at any time prior to the award of purchase would be considered

 disqualified even if the bidder has submitted lowest bid

 17. Payment term: Payment shall be made in advance once the desire

 license / services shall be activated and deployed.

 18.Price shall be quoted in USD and accordingly PO shall be

 issued in USD. Vendor will submit commercial invoice in USD

 and PKR both, along with exchange rate sheet of State Bank of Pakistan

 (SBP).

 

 

 

 

 

 

 

 

 

 

 


